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n 28 April 2021, the General Assembly of the United Nations (‘UNGA”) endorsed' the re-

port of the Open-ended Working Group on developments in the field of information and

telecommunications in the context of international security (‘OEWG”). The UNGAs de-
cision brought to a close a process that had been initiated by the General Assembly’s First Com-
mittee in the fall of 2018, and whose successful outcome came as a surprise to many. The OEWG
report provides a very strong reconfirmation of the existing normative framework with regard to
cybersecurity, while it adds a number of essential new elements and offers a rich compendium
of ideas and proposals for future deliberations on the same issue. The first-ever UN Open-ended
Working Group on this issue brought cybersecurity into the multilateral mainstream, with the UN
General Assembly at its center. It made a strong case for universal participation in discussions of a
topic that is vital to all nations.

| had the privilege of serving as the Chair of this first OEWG. In this article, | will mainly describe the
OEWG process from the Chair's perspective and try to explain how and why we were able to pull
back from confrontation and reestablish consensus. | will also give a brief and personal assess-
ment of the outcome and, finally, share a few thoughts about the way forward.

Ambassador Jiirg Lauber currently serves as the Permanent Representative of Switzerland to the
United Nations Office and the other international organizations in Geneva. He served as the Chair of the first
UN Open-ended Working Group on developments in the field of information and telecommunications in the
context of international security from 2019 until 2021.

Lukas Eberli served as the Adviser to Ambassador Jirg Lauber's Chairmanship of the UN OEWG.
Currently, he Second Secretary for Cybersecurity at the Permanent Mission of Switzerland to the United
Nations and the other international organisations in Geneva.

The opinions expressed in this publication are those solely of the author(s) and do not reflect the views
of the Global Commission on the Stability of Cyberspace (GCSC), its partners, or The Hague Centre for
Strategic Studies (HCSS).

© 2021 The Hague Centre for Strategic Studies and the Global Commission on the Stability of Cyberspace.
This work s licensed under a Creative Commons Attribution -Noncommercial - No Derivatives License.
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When the General Assembly of the United Nations established the OEWG in December 2018 by
Resolution 73/272, this particular format—enabling the participation of all Member States and ob-
servers of the United Nations—was a first for cybersecurity. The issue, however, was far from new
to the United Nations. It had been on the agenda since 1998 and was primarily dealt with by five
subsequent Groups of Governmental Experts on Advancing responsible State behavior in cyber-
space in the context of international security (‘GGE”). In addition, there had been annual reports by
the Secretary-General to the General Assembly with the views submitted by UN Member States
ontheissue. By 2015, the GGE format had produced a sophisticated normative framework (often
referred to as the “acquis”), essentially comprising three pillars: 1) Eleven non-binding norms of re-
sponsible state behavior incyberspace, 2) Acommon understanding of the applicability of existing
international law, and 3) Confidence-building measures. No progress was achieved in the following
years, and the inability of UN Member States to find consensus in their deliberations on the subject
of cybersecurity was starting to threaten the integrity of the 2015 acquis. Indeed, the Russian draft
resolution to establish the OEWG was opposed by a significant number of delegations?® for its par-
ticular interpretation of earlier agreed-upon voluntary non-binding norms.

According toits mandate as contained in Operational Paragraph 5 of UNGA Res 73/27,the OEWG
was to deliberate and report on six items:

- First, Existing and Potential Threats;

«  Second, Rules, Norms and Principles;

«  Third, International Law;

«  Fourth, Confidence-Building Measures;
«  Fifth, Capacity-building; and

«  Sixth,Regular Institutional Dialogue.

Importantly, the OEWG was required to adopt its report by consensus. Finally, the mandate offered
afirst, if cautious, opening toward non-governmental stakeholders (“namely, business, non-gov-
ernmental organizations, and academia’; hereafter generally referred to as “stakeholders”).

Based on draft resolution 73/266 of 22 December 20184, submitted by the United States, the Gen-
eral Assembly of the United Nations also established another, sixth GGE with a very similar man-
date and twenty-five members. This led to the unusual situation of having two UN bodies dealing in
parallel with almost the exact same issues.

For the OEWG Chair, the central task was to work with the Group in such a way as to soften the
fronts that had hardened since 2015, and ultimately present a document that would be accept-
able to all States as well as deliver added value for as many as possible. The GGEs of the past had
comprised up to twenty-five members. Inthe OEWG, all 193 Member States of the United Nations
would have a say. The much higher number and diversity of the OEWG made the challenge to find
consensus all the more daunting, but it also offered the promise of new dynamics emanating from
groups and individual Member States that had little or no representation in previous GGEs. Thisiis,
eg., reflected in the very substantive chapter on cybersecurity capacity-building in the OEWG's
report, anissue that had never attracted this much attention in past GGEs. With thisinmind, | based
my strategy for the negotiation process on the principles of inclusiveness, transparency, and cau-
tious ambition. For instance, my team and | made great efforts to reach out to the various regional
and other groups of Member States as well as to the so-called (non-governmental) stakeholders.
We wanted to ensure that as many of them as possible would participate in the deliberations, thus
underpinning the legitimacy of the process and its possible outcome. We also made sure that all
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interested parties had equal access to information about the Chair's intentions with regard to the
process and the draft report.

According to the mandate of the OEWG and the original work plan, we had scheduled three sub-

stantive sessions, one intersessional stakeholder meeting, and two informal intersessional meet-

ings, between September 2019 and July 2020. Things were looking very good at the end of the

second substantive sessionin February 2020. By that time, we had seen an exceptionally high lev-

el of participation from UN Member States and observers, as well as the buildup of a very positive

dynamic among delegates. It had paid off to focus on issue presentations and discussions rather

than on negotiations. When the OEWG began its work, the majority of delegations had never se-

riously engaged with cybersecurity in a UN context. It was import-

ant to give them the opportunity to familiarize themselves with the When the OEWG began
subject and its history in previous UN processes. | want to mention its work, the majority of
in parhcglar, among the fresh voices that brought new energy to the dele g ations had never
deliberations on cybersecurity at the UN, the group of young female .

diplomats from various regions of the world, whose participation se_rlously engag?d )
was encouraged and facilitated by the Women in International Se- with cybersecurity in
curity and Cyberspace Fellowship®. aUN context.

Only a few days after the second substantive session, the disruptive force of the COVID-19 pan-
demic became all too obvious. Over the following months, we had to adapt the OEWG work plan
several times. From traditional physical meetings we switched first to consultations by correspon-
dence and thentoavirtual format. Instead of July 2020, the third and final substantive session was
held in March 2021in a peculiar virtual/hybrid format. Fortunately, the mutual trust and overall pos-
itive momentum we were able to build prior to the pandemic did not dissipate during the period of
virtual meetings, but carried us all to a successful conclusion of our mandate.

Aside from the impact of COVID-19, there were additional factors that complicated the process.
The fact that the resolution establishing the OEWG was controversial and had to be voted on was
obviously less thanideal. It was also a reflection of the current geopolitical environment, which is
not exactly conducive to consensus on a global level. Furthermore, the new open-ended format,
while offering the promise of new ideas and dynamics, required special efforts to create a reason-
ably level playing field for delegations.

There were also many elements that contributed positively to the process. The very high turnout
was a strong indication of the rapidly growing awareness of cybersecurity threats, which has been
exacerbated by the rapidly increasing number of cyberattacks on healthcare and scientific institu-
tions since the COVID-19 pandemic outbreak. This certainly reinforced the general sense among
delegations that progress needs to be made. More specifically, several delegations and individual
delegates went above and beyond to contribute to the Group's success. The numerous proposals
on the Group's website® are testament to this. Finally, the positive outcome would have been im-
possible without the technical expertise, institutional memory, and high availability of the UN sup-
port team (UNODA, UNIDIR, UNDGACM) under the leadership of the UN High Representative for
Disarmament Affairs, Under-Secretary-General Izumi Nakamitsu.

The concurrent activities of the first OEWG and the sixth GGE did not prove to be a complicating
factor, as some delegations had feared at the outset. The very different composition of the groups
made for equally different approaches and working methods. In addition, the excellent relationship
betweenthe chair of the GGE, Ambassador Guilherme Patriota of Brazil,and myself was very help-
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fulinavoiding any competition or contradictions between the two bodies. Itis also noteworthy that
the delegations who had voted against one resolution or the other in establishing the two groups
nevertheless fully engaged once the work started. Ultimately, the processes and outcomes of the
two groups were nothing but complementary and mutually reinforcing.

The OEWG concluded its work with a two-part report. The Final Substantive Report” contains
those elements on which the delegations achieved consensus. Most importantly, it reestablished
consensus onthe 2015 acquis and it did soin a particularly meaningful way. Inthe past, the GGE re-
ports had been agreed upon among the members of the Group and subsequently adopted by the
General Assembly of the United Nations as a simple formality. In reality, beyond the members of
the GGE, only afew delegations showed serious interest in the GGE's work or their reports. Mean-
while, with the OEWG, every Member State was offered the opportunity to contribute throughout
the process and none would be able to pretend ignorance of its outcome. In this way, the OEWG
has reaffirmed and significantly strengthened the existing normative framework. Beyond that, the
Final Substantive Report contains various new elements that update and expand the acquis, of
which | want to mention just a few examples.

The report provides a step forward in the Member States” assessment of the cyber threat land-
scape, as it mentions attacks on medical facilities and the need for their protection, also under the
existing agreed-upon norms, as well as the impact of cyberattacks on healthcare infrastructure in
the context of the COVID-19 pandemic. It recognizes the devastating humanitarian consequences
of cyberattacks, and mentions practical measures as first steps toward building confidence, such
as the designation of a national Point of Contact. Furthermore, the report recognizes the need
for the protection of critical information infrastructures,

including the need to ensure the general availability and With the OEWG, every

integrity of the internet, often referred to as the public core Member State was offered
of the internet. The strongest section of the report deals the Opportunity to contribute

with capacity-building, in which it underscores the need th hout th d
for building cybersecurity capacity, pointing out that cy- rougnolt tne process ar

bersecurity capacity-building is a two-way street, and of- none would be able to pretend
fering a list of principles as guidance for capacity-building. ignorance of its outcome.

The report also underscores the importance of narrowing

the “digital divide,” including the “gender digital divide,” and pays tribute to the role of (non-govern-

mental) stakeholders. Inits last chapter, it recognizes the need for a regular, institutionalized forum

for dialogue among States on the use of ICTs in the context of international security.

The Chair's Summary® contains those elements on which the delegations did not (yet) achieve
consensus. It offers several orientations as well as a vast compendium of ideas and proposals that
will encourage and enrich future discussions of cybersecurity. To name only a few, the collection
of proposals for new norms, as well as the proposed guidance on the implementation of existing
norms, will hopefully inspire future discussions. Readers may want to take a closer look at the actu-
aldocument on the Group's website.

Inaddition to its actual outcome, the OEWG succeeded through its negotiation process in attract-
ing attention and providing important impetus for accelerated engagement with the issue of cy-
bersecurity by governmental and nongovernmental actors at the international, regional, and na-
tionallevels.

Also, the above-mentioned inclusiveness of the OEWG went beyond the Member States and
observers of the United Nations and opened a new chapter of stakeholder participation in anin-
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tergovernmental process on cybersecurity. While there is still room for improvement, non-state
stakeholders played a much bigger role than in the past. Their presence and contribution were
particularly strong during the Informal intersessional consultative meeting with Industry Partners

and NGOs, which was held from 2 to 4 December 2019

in New York. Upon my request, the meeting was chaired OEWG went beyond the

by David Koh, Chief Executive of the Cyber Security Member States and observers
Agency of Singapore, who submitted a separate Chair's of the United Nations and
Summary?® that is annexed to the two-part OEWG re- open edanewch apter of

port. Furthermore, the many written contributions by takehold ticipati .
representatives of academia, non-governmental organi- Stakenolder participationin

zations, and the private sector from across the globe can anintergovernmental process
be found on the Group's website. These contributions, on cybersecurity.

as well as the numerous formal and informal formats of

exchange with Member States, enriched the discussions of the OEWG and allowed for a more

inclusive result, which is reflected among other elements in the references to a human-centric ap-

proach in cybersecurity and the importance of narrowing the gender digital divide.

The successful conclusion of the OEWG came as a surprise to many and was generally welcomed
with great relief and considerable satisfaction. However, as is usual in this type of exercise, hardly
any delegation would declare—or openly admit—that they are completely satisfied with the resuilt.
Indeed, nobody got all their wishes. As Chair, | would have liked to have seen language in the report
that was less prone to “UN speak” and better suited for public consumption. As Switzerland, we
would have preferred an even stronger reference to the applicability of International Humanitarian
Law. Pick any delegation and they will identify one or several shortcomings of the two-part report.
Inthe end, none of the shortcomings seemed important enough to derail the process.

Herein lies one of the lessons we learned from the OEWG process: Multilateralism works! The del-
egations recognized the importance and urgency of addressing the issues relating to cybersecu-
rity at a global level. After months of emphatic arguments and tough negotiations, they settled for
compromise, because they knew that consensus was not a zero-sum game.

Meanwhile, the limits of that upon which Member States are currently willing to agree also became
clear. Many fundamental differences persist, not all of which are exclusive to cybersecurity. One
important difference pertains to the role of the international normative framework. Is the current
framework sufficient for ICTs or does it require modifications or amendments? Should new norms
be aspirational or immediately binding? In case of the latter, should their implementation be moni-
tored by aninternational body, and should violations be sanctioned?

The OEWG process also offered a few early lessons in virtual diplomacy. As described above, the
Group had a steep learning curve inthe use of virtual conferencing platforms. In spite of several ob-
stacles well known by anybody who may have recently been involved in international video-con-
ferencing, the Group quickly adapted to the new tools, and the high participation and positive
dynamic prevailed to the end. However, it is difficult to imagine this outcome if we had not had suf-
ficient time before the outbreak of the pandemic to establish the necessary personal relationships
and trust between delegates and between delegates and the Chair.

The discussion around cybersecurity has, fortunately, not stopped with the conclusion of the
OEWG. Only afew weeks later, the GGE successfully finished its work, adding additional elements
that will strengthen the normative framework for cybersecurity. In December 2020, the General
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Assembly had already decided to establish a second OEWG, with a very similar mandate and a
timeframe from 2021t0 2025. On 1June 2021, the new OEWG held its organizational session and
elected my former colleague, Ambassador Burhan Gafoor, the Permanent Representative of Sin-
gapore to the United Nations, as its Chair. In discussions during the first OEWG, many delegations
expressed their hope that we would return to a single multilateral process on cybersecurity at the
UN level. The new OEWG is likely to be able to play this role, as long as it is able to accommodate
new ideas and proposals, such as the “Programme of Action,” originally suggested by Egypt and
France and now supported by many States from around the world. Also, the new OEWG needs
to avoid being perceived as merely a “talk shop,” but must deliver results well before its five-year
mandate expires.

In addition to the work at the UN level, discussions and efforts to contain cybersecurity threats on
regional and national levels are to be welcomed and supported. Such initiatives may deliver prog-
ress more quickly,and they are likely to offer valuable lessons for other regions or on aglobal scale.
Inthis context, it wasinteresting to see that cybersecurity was one of the priority items on the agen-
da of the recent summit meeting between presidents Joe Biden of the United States and Vladimir
Putin of Russia, which took place in Geneva, Switzerland. There is little doubt that any progress in
their bilateral discussions on this topic would create a positive impetus to negotiations at the Unit-
edNations.

Inany intergovernmental discussions on cybersecurity, be they on the international or regional lev-
el, States would have much to gain from better inclusion of stakeholders, such as the private sector,
academia, and civil society. The area of international security and peace is particularly sensitive
and remains by and large a core responsibility of states. Meanwhile, there is no denying that non-
state actors play animportant role, especially when it comes to cybersecurity, and that stakehold-
ers have much to offer interms of expertise and possible solutions. The above-mentioned Informal
intersessional consultative meeting with Industry Partners and NGOs is an excellent example and
proved to be a very fruitful encounter between (non-governmental) stakeholders and Member
States. Much of its success is due to the excellent preparation of the event by the United Nations
Office for Disarmament Affairs.

As much as the recent successes of the OEWG and the GGE are to be welcomed, the reality as
reported in the media on an almost daily basis offers a bleaker picture. While diplomats succeed-
ed in strengthening the international normative framework to promote responsible state behav-
ior in cyberspace, the number and severity of violations of

said framework by states and others seem to go up rather In any intergovernm ental

than down. The threat of escalation from “cyber incident” to di ions on cvb it
open cyber conflict and beyond s rapidly increasing. Sooner ISCUSSIONS On cybersecurity,

rather than later, states will have to address issues such as be they on the international or
attribution, accountability, and sanctions. Failure to do so regional level, States would
may end up weakening the normative framework, as norms have much to gain from better
thatare repegtedly violated with impunity Ca.rry little reslpe.ct. inclusion of stakehold ers,

In the meantime, efforts to strengthen confidence-building .

measures and capacity-building are more likely to succeed suchas Fhe prlva_t? SeC’FOI’,
inthe short term. Investments in the latter are urgently need- academla, and civil SOC|ety-
ed and likely to make a significant contribution to better pre-

vention against malicious use of ICTs. All in all, the agenda of the OEWG seems just as relevant

for future deliberations on developments in the field of information and telecommunications in the

context of international security. The work never stops.
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